EZL-200F Application Note (002)
SSL(Secure Socket Layer)

Version 1.0
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1.1. SSL Jls gd3t otJl

telnet 22t0|HE=Z 290!

2 SSL Jlss &4d3t ot

1.11. 1P =& &£&F

EZL-200F Jt &XI& &30 S [P =42 =S &Fol0oF LIt &
ZolloF & IP =2 =52 [LOCAL I[P ADDRESS], [SUBNET MASK],
[GATEWAY IP ADDRESS]&L

PCe EZL-200F2| IP =20t EP%EP 2lhe Jt86tol 2ot SLICH

PC EZL-200F
Local IP Address 10.1.0.2 10.1.0.1
Subnet Mask 255.0.0.0 255.0.0.0

Gateway IP Address 10.1.0.254 10.1.0.254
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CWWINDOWSWsystem3IZWomd. exe

icrosoft Windows XP [Verszion 5.1.266881
(C> Copyright 1985-28M1 Microsoft Corp.

C:Whocuments and Settingstmhyun>

EAZ0l LIEIUE OS2t 201 226t telnet@ 2 201 & LICH
‘telnet [LOCAL IP ADDRESS]’
[LOCAL IP ADDRESS]= 1.1.101M &&
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1.1.4. Rebooting
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2. A 2Z=0IA SSL ALE
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21. SSL Jls g4d3t ot
telnet 2A0/HEZ ZJ02 5l SSL JIs2S 43 & %= AsUcH O3
2 SSL JIs2 g43F oftJ fs MLIC.
211. 1P =4 &3
EZL-200F JF Xl SH0 SH [P =428 st=52 d&F0H0F SLICH &
Holior & P =4 &5S2 [LOCAL IP ADDRESS], [SUBNET MASK],
[GATEWAY IP ADDRESS]&! L|LC}.
PCet EZL-200F2 IP =40 s &2Ch= J1ASHH &6t SLICH
PC EZL-200F
Local IP Address 10.1.0.2 10.1.0.1
Subnet Mask 255.0.0.0 255.0.0.0
Gateway IP Address 10.1.0.254 10.1.0.254
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WWINDOWSWsystem32Wcemd. exe

Microzoft Windows XP [Version 5.1.26881
(C> Copyright 1985-28M1 Microsoft Corp.

C:Whocuments and Settingstmhyun>

CAZOl LEtUE OS2 201 Yot telnet2 2 2101 & LICH
‘telnet [LOCAL IP ADDRESS]’

[LOCAL IP ADDRESS]= 1.1.101M &&8t EZL-200F 2 IP =2 LIC

ron

0D telnet 10.1.0.1

= &Yl 10,1.0.1

MIC v2_ 2ACarm?-1little? Copyrightd{c> Sollae Systems Co..Ltd.
msh>
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1.4. Rebooting
Qs =20 NUNHA =522 cIREELICH

Console OIlA O™ FHS LHY [ & &=20lcts HEO HE Is2=2

SE = HEIE

2.2. J| A4
SSL MH2A SZatei® SSL Set0IEMH ®ZE public key?t SSL A

H XHAIOl AF2E private keyS M A o0 & LIC

2.2.1. telnet login
telnet 2001 AEIDF OfLI2HH 2.1 DHO2 telnet 2 QIEHLICH
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(YHOUEA) rsa keygen [keylength]

[keylength]= AF2d6t= 21 20/0 et 512, 768, 1024, £= 20488 &

otal = USLICH
10l 2UA

SLICH IE =01, 31 2017t 2048 HIEC &

nzh>rsa keygen 1824
average SBsec required to find two 512bhits prime numbers,. please wait..
rza: find 512hits random prime p..B8 1 4 7 12 15 16 24 25 36 39 48 42 45 46 49 51
L2 68 66 67 /8 BS 71 94 186 112 115 117 121 127 138 136 144 147 151 152 162 166
188 189 192 285 287 211 228 222 231 246 249 259 261 264 267 278 276 280 287 271
381 312 322 327 330 331 346 352 355 357 367 369 372 376 I8 394 396 397 490 414
429 438 444 465 466 480 481 484 487 62 SH4 S22 525 534 537 found
rza: find 512bits random prime g..1 3 &6 7 18 12 15 16 21 27 31 33 found
rza: RSA key pair{publicrsprivate key? generated.
rza: key validation 0K
activate key? (ysH> Yes
. .done
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2.2.3. RSA public key =0l

‘rsa key? @8O 2 RSA public keyS &0I& = QASLIC

— display RSA public key
test — validate RSA key
nzh>rsa key
FEA public modulus: 1824 hits
+ ha:d3:1f:f3:5a:5b:b6:-2a:@f:d44:cB:hliccicc:B2:18
27:5h:h2:6e:d5:a7:18:1Ff 2 F:h6:61:77:24:2h:hB:56
14:0:ac:F7:94:98:24:5d:69:d3:d2:d7:a?:36:bf :61

L2:Ff5:70:14:hB:ee:63-e5:db:46:72:33:8b-71:58:56
H :3d:46:hb=37:74:47
H :?08:68:4a:42:Ya:%h

ab:de:ch:oB:13:%a:5c:d8:1c:97:a2:5d:8f:84:39:5c

6f:9c:@1:6b:5d:6b:9@:ab:992:34:9d:76:eazfc:fB:59

public exponent: 24 hits

B1:-80:81

MAHE RSA private key 2t public keyE HI sHL|C}

2 2S5 Yoo HAEES private key2 25E E US JdQ
o 22X &0Iot1, private keyE 2S35tst 2o HAES
o552 Z (S Qo HIAEQ 22K B0ISH|C

HIAE = public key

public key&



mzh>rza test

rza: key validation OK

public key encryption >> private key decryption

* plain text

45F1331825c821161e5ech620555edA341764735b266F 74f5d14107dc361874e4?768716c21abB352
c348704368ac?a??ccadbh?01ee11b4c?183414486051234926d3e3436a9070f590d8541 Baed5116
a82ba71460885eb6c13d?0701083c2dall129Ff2b531abchfB2h85aAad323f6A8A2c1bAf2a541c?3del2
* encrypted text

8h?dc6fah?3%clb4f focB??clb6blh82ae8358hAd538478a61dabbh257437d7dccbedd292c4el1BBa?
dcef521f65fP4e5636dce?9be2bbhbdal 36aaB82568F 344f chf FB?Fd431d139F71534F6f 4abb476d3
B3 7e288c51f9d58d1821dal?falf82%e78h3bife954%acea?a345eaabB?85aaf5d2f behbe2@55F b2
c2cha2dbabd8ddbl

* decrypted text

45F1331825c821161e5ech620555edA341764735b266F 74f5d14107dc361874e4?768716c21abB352
c348704368ac?a??ccadbh?01ePe11b4c?183414486051234926d3e3436a9070f590d8541 Baed5116
adB82cfBBaeh?723a13d9090183c2dal129Ff9b531abchfB2h85a0ad323f6A8A2c1bAf2a541c?3del2
a82ba?7146@885ebc

verify ok

private key encryption >> public key decryption

= plain text

415hBB29c689727766554h7A83d1475%e 78FB6947c3695b6d4633cf2chf58db33e4145F 3FA? 7c3F 70
2705562dbBAc21641Ff25d5h3chBUB? 7713 7cB287584ch?978eehl FeBl?0d5ad368f hBehB6PcIdbedl
3e8d2071a291F5079fF648136786d6224d5deb332497F645a7e6564F686c1008412ad5584F12fFeb3
c?6che?48285d4581

* encrypted text
3aad646753e7242cc?1becc4fd61e?87382e397e3e676638dd667h41fch23eeh323ae48321821384d
h25f5f292hceB28aBe?1%ecifacBh8498f Pfe4f53d2773abhlaf982aYad64def 8641 faf 7c1ibh?2%ad
5405525ce43952dabhdcbh40f f3eabfeBbc438f 3451 0fedbef 79 70Be43ch?c186301714872F 7981
2308el179h7d7c5h3

= decrypted text

415hBB29c689727766554h7A83d1475%e 78FB6947c3695b6d4633cf2chf58db33e4145F 3FA? 7c3F 70
2705562dbAc21641f25d5h3chBBB? 7713 7cB287584ch?978eehl FeBl?0d5ad368f hBehB6PcIdbedl
3e8d2071a291F5079fF648136786d6224d5deb332497F645a7e6564F686c1008412ad5584F12fFeb3
c?6che?48285d4581




gyl 10.1.0.1

MI ICgDCCAhGgAwIBAgI BATANBgkghkiG?wABAQQFADCBKDELMAKGAIUEBWMCS1Ix
EDAQBgNUBAgT BB 1uY2h1b24xDjAMBgNUBAcTBUShbhUd1 MRcwFQY DUQQKEWSTh2xs
YUgU3 1=dGUtczERMABGALUECxMI UmUz ZUF y¥ 2 gx ETAPBgNUBAMT CDEwL jEuMC4x
MSAwHgY JKo Z1 hucHAQkBFhFzd¥Buh3JAQGU6 dGHNwLmNubhTAe FuB1 MDA xMDEwMDA L
MDBaFuwBA0T EyMzEyM=zUSNT 1aMI GQMQs wCQY DUQQGEwJLU JEQMA4GAIUECBMHE WS j
aGUub FEOMAWGALUEBxMFInFtR3UxFzAUBgNUBAoT D1NvhGxhZS BT e XMBZWL =zMREw
DuY DUQQLEwhSZEM1Y A J jaDERMABGALUEAXxMIMT AuMS4wL jExI DAe BykghkiGwAEB
CQEWEXNLicHBvcnRAZE pBY 3AuY 27t MIGF MABGCE gGE I b3 DQEBAQUAA4GNADCEIQKE
o QCEBx 2V 12 Kg? EyLHMzAI Y JiuybtWn EB+f t mF3JCu4UhRBurPnUmORdadPSi6k2
w2FS2ZAU005 j5dt Ge jHLcUhnBn5t=Z 1 PP4bU j1Guz 1AR3um1hE3ndl Y 2GQaEpC
elul3dstgESpc2Bylol2PBD1chSwBallrkKuZNJ126vzwWQI DAQABo xAWD jAMBgNU
HRMEBT ADAQH -MABGCS gGE I h3DQEBBAUAA4AGBAJ? 7o 12 ggixtGl1QgPROUXE +8791F
ZHNmBKSfSJo3U? jeuSadt yO1zJeMgODull jgEWKe v 20 jgY kx?EOUo kS FUuwUFCasNZ
HhEkIRAENhnT gLf AJygRmCE? pd jUoB63%av g8 0wA?? #15UpF+Ed1f t GThHpF=J
TCuJHzgBh1f TS9G0O

ztore certificate? <ysN> Yes
urite certificate to eeprom...done
msh
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